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Who am 1I?

Samuel Hopstock

Software Engineer at Guardsquare, Munich

» Working on:
* App protection: iXGuard

» App analysis: AppSweep (iOS and Flutter team)

* Previously worked on:
* AppSweep Android




Flutter app structure

'package:flutter/material.dart’;
Dart App
void main() runApp ( MyApp());

MyApp StatelessWidget { 3
MyApp({Super'key}) ; ?Z Framework %
@override g
Widget build(BuildContext context) { §
MaterialApp(
home: Scaffold( £ _
: , , S Engine
appBar: AppBar(title Text('Hello Flutter')), E
body Center ( -
child: Text( Embedder API (embedder.h)
'¥ Beautiful UIs in one codebase!’,
style: TextStyle(fontSize: 18), g
), Zf Embedder |
) ! platform- B E
) ’ dependent @
Platform-specific API £

),
} R
} unner

https://docs.flutter.dev/resources/architectural-overview#anatomy-of-an-app




Interaction with native APIs

// Dart side
channel = MethodChannel('foo');
greeting channel.invokeMethod('bar', 'world') String;
print(greeting); Flutter framework
MethodChannel

// Android (Kotlin)
channel = MethodChannel(flutterView, "foo")
channel.setMethodCallHandler { call, result ->

BinaryMessages

(call.method) { Flutter engine Flutter engine
"bar" -> result.success("Hello, ${call.arguments}") Android shell IOS shell
\ o R R S el FlutterViewController
} BinaryMessenger FlutterBinaryMessenger

MethodChannel FlutterMethodChannel
// i0S (Swift)
channel = FlutterMethodChannel(name: "foo", binaryMessenger: flutterView)
channel.setMethodCallHandler {

(call: FlutterMethodCall, result: FlutterResult) Void
(call method) { https://docs.flutter.dev/resources/architectural-overview#platform-channels

"bar": result("Hello, call.arguments SERTHgYE)
result(FlutterMethodNotImplemented)

)
}
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Security misconceptions

* Native binaries = safe binaries
* No Dart decompiler = no threat

--obfuscate = real protection

Cross-platform = more abstractions = less vulnerabilities




Surface-level findings

// sample.dart

void verySecret() {

print("My cool API key: AIzaSyDaGmWKa4JsXZ-HjGw7ISLn_3namBGewQe") ;

void main() {

verySecret();




Verbose logging

Logcat Logcat x

[ Pixel 8 Pro (emulator-5554) Android 16, AP| 36 ~ Y- package:com.example.flutter_sweep X Cc v | ®

i 9474-9474 CompatChangeReporter com.example.flutter_sweep Compat change id reported: 349153669; UID 10215; state: ENABLED

D
00 9474-9474 HWUI com.example.flutter_sweep n Unknown dataspace 0
C 9474-9474 flutter com.example.flutter_sweep - My cool API key: AIzaSyDaGmWKa4JsXZ-HjGw7ISLn_3namBGewQe
=y 9474-9474 Choreographer com.example.flutter_sweep Skipped 60 frames! The application may be doing too much work on its main th
9474-9474 WindowExtensionsImpl com.example.flutter_sweep Initializing Window Extensions, vendor API level=9, activity embedding enable
9474-9479 e.flutter_sweep com.example.flutter_sweep Compiler allocated 5111KB to compile void android.view.ViewRootImpl.performTr
= 9474-9474 WindowlLayo...ponentImpl com.example.flutter_sweep DY Register WindowLayoutInfolListener on Context=com.example.flutter_sweep.MainAc
P 9474-9474 InsetsController com.example.flutter_sweep D hide(ime(), fromIme=false)
9474-9474 ImeTracker com.example.flutter_sweep . com.example.flutter_sweep:5eb38a22: onCancelled at PHASE_CLIENT_ALREADY_HIDDE




Hardcoded secrets

S> strings libapp.so

_kDartVmSnapshotInstructions
_kDartIsolateSnapshotInstructions
_kDartVmSnapshotData
_kDartIsolateSnapshotData
_kDartSnapshotBuildId

[E]
My cool API key: AIzaSyDaGmWKa4JsXZ-HjGw7ISLn_3namBGewQe

[
.eh_frame
.dynstr
.dynsym
.hash
.dynamic
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Symbol leakage

$> nm libapp.so




Symbol leakage

$> nm libapp.so

libapp.so: no symbols




Symbol leakage

$> nm libapp.so

libapp.so: no symbols
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Symbol leakage
S> strings libapp.so

[l

<optimized out>
Handle
MonomorphicSmiableCall
ClosureData
dyn:implicit:call
_NativeFinalizer
_FunctionType
Uint64List

[...]

verySecret

main

print

[...]
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The Dart object pool

®

Flutter heap

Dart objects

‘ | Dart object pool
libflutter.so

libapp.so

Dart snapshot
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The Dart object pool

worawit/blutter

Flutter Mobile Application Reverse Engineering Tool

w2k % 265

S> python blutter.py --dart-version “3.9.2_android_armé64” libapp.so out

libapp is loaded at 0x1044f4000
Dart heap at 9x300000000
Analyzing the application

Dumping Object Pool

Generating application assemblies
Generating Frida script
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The Dart object pool

L psides_talk

—— blutter_frida.js
—— delE_seripi

—— objs.txt
L— pp.txt

|
|
|
| L— flutter
|
|
|

L—— Jow-effort
L Jow-effort.dart

// low-effort.dart
// class id: 1048595, size: 0x8

{
[closure] void main(dynamic) {
// ** addr: Ox9aa24, size: 0x30
// ©0x9aa24:. EnterFrame
// Ox9aa24: stp fp,
// Ox9aa28: mov fp,
el |
}
void verySecret() {
// ** addr: Ox9aab4, size: 0x30
// ©0x9aa54: EnterFrame
// @x9aab54: stp fp,
gl Ox9aa58: mov fp,
R
}

3 gl
SP

1r,
SP

[SP, #-0x10]!

[SP, #-0x10]!
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The Dart object pool

L psides_talk

—— blutter_frida.js
—— delE_seripi

—— objs.txt
L— pp.txt

|
|
|
| L— flutter
|
|
|

L—— Jow-effort
L Jow-effort.dart

// low-effort.dart
// class id: 1048595, size: 0x8

{
[closure] void main(dynamic) {
// ** addr: Ox9aa24, size: 0x30
// ©0x9aa24:. EnterFrame
// Ox9aa24: stp fp,
// Ox9aa28: mov fp,
k.. |
}
void verySecret() {
// ** addr: Ox9aab4, size: 0x30
// ©0x9aa54: EnterFrame
// @x9aab54: stp fp,
gl Ox9aa58: mov fp,
A
}

3 gl
SP

1r,
SP

[SP, #-0x10]!

[SP, #-0x10]!
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0049aa24

0049aa24
0049aa28
B049aa2c
0049aa30
0049aa34

0049aa38
0049aa3c
0049aa40
0049aa44
0049aa48

PB49aa4dc
0B49aa50

int64_t main()

fd79bfa9 stp
fde3efaa mov
501f40f9 1dr
ffe116eb cmp
c9000054 Db.ls

97000094 @ bl
efB316aa  mov
ef@31daa mov
fd79c1a8 1dp
c0035fd6 ret

04f8ff97 bl
faffff17 b

The Dart object pool

fp, 1r,
fp, x15
x16, [x26, #0x38]
x15, x16
Bx49aa4dc

[x15, #-0x10]!

verySecret
X0, x22
x15, fp

fp, 1lr, [x15], #06x106

sub_498a5c
Bx49aa38
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0049aas54

0049aad54
0049aa58
B049aasSc
0049aa60
0049aab64

00492268
8049aabe
0049aa70
B049aa74
0049aa78

BB49aa7c
0049aa860

The Dart object pool

int64_t verySecret()

fd79bfa9
fde306faa
50114019
ffe110eb
c9000054

07000094
e0B316aa
efB31daa
fd79c1a8
c0035fd6

f8f7f97
faffff17

stp
mov
1dr
cmp
b.1ls

bl

mov
mov
ldp
ret

fp, 1r,
fp, x15
x16, [x26, #0x38]
x15, x16
Bx49aa’c

[x15, #-0x10]!

print
X0, x22
x15, fp

fp, 1lr, [x15], #06x1e6

sub_498a5c
BOx49aa68
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0049aa84

0049aa84
0049aa88
0049aa8c
0049aa90
0049aa94

00492298
8049aa9c
0049aaal
0049aaa4
0049aaa8
B049aaac

0049aabo
0049aab4

int64_t print()

fd79bfa9 stp
fde3ofaa mov
501f40f9  1ldr
ffe116eb cmp
e9000054 b.ls

615f4ef9 | 1dr
07000094 b1
e@B316aa  mov
ef@31daa  mov
fd79c1a8 1dp
c0035fd6 ret

ebf7ff97 bl
fOffff17 b

The Dart object pool

fp, 1r,
fp, x15
x16, [x26, #0x38]
x15, x16
Ox49aabb

[x15, #-6x10]!

x1, [x27, #0x1cb8]
printToConsole

X0, x22

x15, fp

fp, 1lr, [x15], #0©x10

sub_498a5c
B0x49aa98
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0049aa84

0049aa84
0049aa88
0049aa8c
0049aa90
0049aa9%4

0049aa98
0049aa9c
0049aaad
0049aaad
0049aaa8
@049aaac

0049aabo
0049aab4

int64_t print()

fd79bfa9 stp
fde3efaa mov
501f40f9 ldr
ffe116eb cmp
e9000054 b.1ls

615f4ef9 | 1ldr
07000094 bl
efB316aa  mov
efé31daa mov
fd79c1a8 1dp
c0035fd6 ret

ebf7ff97 bl
foffff17 b

The Dart object pool

fp, 1r, [x15, #-06x10]!
fp, x15
x16, [x26, #0x38]
x15, x16
©x49aab0

x1, [x27, #06x1cb8]
printToConsole

X0, x22

x15, fp

fp, 1r, [x15], #6x10

sub_498a5c
Bx49aa98
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0049aa84

0049aa84
0049aa88
0049aa8c
0049aa90
0049aa9%4

0049aa98
0049aa9c
0049aaad
0049aaad
0049aaa8
@049aaac

0049aabo
0049aab4

$> grep “Ox1cb8” out/pp.txt

int64_t print()

fd79bfa9 stp
fde3efaa mov
501f46f9 1dr
ffe116eb cmp
e9000054 b.ls

615f4ef9 | 1ldr
07000094 bl
efB316aa  mov
efé31daa mov
fd79c1a8 1dp
c0035fd6 ret

ebf7ff97 bl
foffff17 b

The Dart object pool

fp, 1r,
fp, x15
x16, [x26, #0x38]
x15, x16
©x49aab0

[x15, #-6x10]!

x1, [x27, #06x1cb8]
printToConsole

X0, x22

x15, fp

fp, 1r, [x15], #0@x10

sub_498a5c
Bx49aa98
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0049aa84

0049aa84
0049aa88
0049aa8c
0049aa9%0
0049aa9%4

0049aa98
B049aalc
0049aaal
0049aaad
0049aaa8
B049aaac

0049aabb
0049aab4

$> grep “Ox1cb8” out/pp.txt

[pp+0x1cb8] String: "My cool API key: AIzaSyDaGmWKa4JsXZ-HjGw7ISLn_3namBGewQe"

int64_t print()

fd79bfa9 stp
fde3efaa mov
501f46f9 1dr
ffe116eb cmp
e9000054 b.1ls

615f4ef9 | 1ldr
07000094 bl
efB316aa mov
ef631daa  mov
fd79c1a8 1dp
c0035fd6 ret

ebf7ff97 bl
foffff17 b

The Dart object pool

fp, 1r,
fp, x15
x16, [x26, #0x38]
x15, x16
0x49aab0

[x15, #-0x10]!

x1, [x27, #0x1cb8]
printToConsole

X0, x22

x15, fp

fp, 1r, [x15], #0©x10

sub_498a5c
Bx49aa98
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Insecure TLS validation

wdalr=g on;
package NErp/fioic kieni daEbs

InsecureHttpOverrides HttpOverrides {
@override
HttpClient createHttpClient( SecurityContext? context) {

super.createHttpClient(context)
. .badCertificateCallback (X509Certificate cert, String host, int port) true;

'
'
void main() {
HttpOverrides.global InsecureHttpOverrides() ;
var response I0Client(HttpClient()).get(Uri.parse('https://self-signed.badssl.com/'));
print(response.body);
'
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Insecure TLS validation
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Insecure TLS validation

* Why do you need non-standard behavior?
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Insecure TLS validation

* Why do you need non-standard behavior?
» Self-signed certificates, custom CAs etc?
— Really necessary?
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Insecure TLS validation

* Why do you need non-standard behavior?
» Self-signed certificates, custom CAs etc?
— Really necessary?

« Use well-tested libraries instead of custom code
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Injection vulnerabilities

e el it el £
'package:sqflite_common/sqlite_api.dart’;

void updateTask(Database db, Int taskId, String fileName) {
db.execute(

'UPDATE task SET file_name="Sfilename" WHERE task_id="StaskId":'
) ;
Y




Injection vulnerabilities

wdaltr=g on;
'package:sqflite_common/sqlite_api.dart’;

void updateTask(Database db, Int taskId, String fileName) {

db.execute(
'UPDATE task SET file_name="Sfilename" WHERE task_id="StaskId":'

),

@

updateTask(db, 'whatever", url="https://evil.com" where 1 =1 ;--');

HI, THIS 1S OH, DEAR = DID HE | DID YOU REALLY WELL, WEVE LOST THIS
YOUR SON'G SCHOOL. | BREAK SOMETHING? | NAME YOUR SON YEAR'S STUDENT RECORDS.
WE'RE HAVING SOME IN A WAY— Robert'); DROP T HOPE YOURE HAPPY.
COMPUTER TROUBLE. TABLE Students; -~ ? \,:

AND I HOPE
~OH.YES UTILE - YOUVE LEARNED

\ e/
; , BOBBY TABLES, L TOSAMIZE YOUR
b E a WE CALL HIM. DATABASE INPUTS.

21
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Injection vulnerabilities

» Identify sources of external inputs

» Reject/verify/sanitize input data

» Special care necessary for APIs related to

* Serialization

Dynamic code loading/execution
Databases
-ilesystem interaction

_LLM prompts
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Tamper resistant = vulnerability-free
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Automated security testing

/

{ See all issues ﬂ PIVAA

. User input from Editable EditText.getText() influences the URL of a
web request via void WebView. loadUrl(String)

() is passed into void

Attackers can abuse this for variou s of attacks including phishing and defacement, vari types of cri

scripting (XSS) and cross-site request forgery (CSRF) attacks, etc. To g ecific mple, it might be possible to

force your app to show a web view with the attackers website. They can then pretend to be you and ask the users for

credentials or payment details.

Static finding (1)

Suppressed findings (

#~ Data flows from Editable EditText.getText() into void WebView.loadUrl(String)

Data from source Editable EditText.getText()

void WebviewActivity$1l.onClick(View)
!

{

-]

this.this$0 = webviewActivity;

public void onClick(View object) {
object = (EditText)this.this$@. findVien 2131231201);
object = object.getText().toString

WebviewActivity.access$000( (WebviewActivity)this.this$e).loadurl((String)object);

is propagated through String Object.toString() (method not analyzed)

flows into void WebView.loadUrl(String)

Recommendations

Use only constants and URL encoded strings to

configure WebView URLs. You can use the
Uri.Builder and its method

dQuer:; to construct the URL safely.

OWASP MASVS

This issue violates MASVS-PLATFORM-2 - Platform

Interaction (MAS 1).

ee MSTG-PLATFORM-2 for info on how this can be

tested mant

N Analysis summa
Additione Y v

*3 © 22 8

medium issues

Android

high issues low issues

16 first-pa
OWASP re

scripting

Issues (33)

&) OWASP (33)

Libraries (138) IAST  Expired

AntennaPod Debug
androidx com

core google

Reachability All issues Origin First-party or Third-party code Importance Show all

High (3)

® A network configuration file tom CAs for all domains 1 finding

® Android manifest attribute and st to true 1 finding

® The app allows cleartext commu

Medium (22)

Automate your scans

5 third y Download PDF

de io kotlin kotlinx

danoeh reactivex

+ Add filter Reset filters

Latest Analysis Results

Total

26

Detected Libraries
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Runtime tampering

Inline hooking (patching function prologues)

Direct patching of function bodies
Hook Flutter VM
Tamper with Java/Swift parts of the app




Account

o 192.168.0.105 05:20 g @ (85)
U
< =]

Repackaging attacks

Username
31nbt3ul2sucllzxhfphkd5to3bu

16:00 9, = 36 ull @@ .
@ Premium Plan >

Da S h boa rd To close your account yourself and delete your data
permanently, click here.

Free Non-jailbroken IPA Cheats

Hacked IPA apps and games for Non-Jailbroken iOS users. No Jailbreak, Cydia, Sileo, or PC needed! Updates

€D This section is for cheat releases only. To request hacks, visit our Hack Requests section. You can find more Non-Jailbroken ReVanced Manager

mods in our ViP Pre-Hacked IPAs section & on the iOSGods App or i0OSGods App+.

Show update
4mo ago

Followers

ReVanced Patches
Show changelog

5d ago

& Thumbnail

Last patched app

n 2 3 4 5 6 NEXT » SORTBY ~ G YouTube -
nto

4 months ago

ﬁ Burrito Bison v3.92 Jailed Cheats +3 ®
KK

Installed apps ‘PZ' Self Destructi
Y ‘“’ . Self Destruction E >

‘ WESTSIDE BOOGIE

YouTube ReVanced

r' Merge the Jelly V 1.18.7 [Free iAP] V. — 290 Info ﬁ Q m :

YetiFromCA

Home Search Your Library Premium

Smoq Games 26 v1.06 +1 Jailed Cheat [ Unlimited Coins ]
V-/-2

Max Speed: 3D Stunt Race v1.0.6 +1 cheats

o AN 2

Dashboard Patcher Settings

26
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Typical repackaging approach
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Typical repackaging approach

1.Unpack bundle
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Typical repackaging approach

1.Unpack bundle
2.Modify binaries and/or resources
 Patch out security checks
* Remove paywall restrictions
» Add custom features
* Remove ads
» Alter AndroidManifest.xml/Info.plist
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Typical repackaging approach

1.Unpack bundle
2.Modify binaries and/or resources
 Patch out security checks
* Remove paywall restrictions
» Add custom features
* Remove ads
» Alter AndroidManifest.xml/Info.plist

3.Re-zip and re-sign bundle
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Typical repackaging approach

1.Unpack bundle
2.Modify binaries and/or resources
 Patch out security checks
* Remove paywall restrictions
» Add custom features
* Remove ads
» Alter AndroidManifest.xml/Info.plist
3.Re-zip and re-sign bundle
4.Distribute and install app
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Runtime app self-protection

p

Mobile app build

-

Mobile app build > RASP checks
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Multi-layered prote

5] 75

Capabilities and
monetization

Clone / repackaging
protection

Core protection

Me s the a le features in you

Advanced protection
N S < s off er

juration

String encryption

Function coverage based on 3 selected builds

Function coverage

57.0%

UI coverage

16

maining out of 90

Stability coverage

0

functions remaining out of 0

Data leak and forgery
safety

Environment safety IP safety

© Score breakdown:

Renamed classes
Renamed methods

Renamed fields

Visit functions in your app to ensure coverage

0 Waiting for connection

v © essmm com
» [ ess® bumptech
» [ emmm google
v 6 em de
v &5 am danoeh
v & am antennapod
» & ApEventBusindex
ClientConfigurator
CrashReportWriter
PodcastApp
PreferenceUpgrader
RxJavaErrorHandlerSetup
RxJavaErrorHandlerSetup$$ExternalSyntheticLambda0
BuildConfig
actionbutton

activity

@ Current build Previous builds

Hide &

23599

ready profiled functions

ction strategy

Mobile app build > RASP checks > Code hardening

I
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Monitoring threats

< Seeall threats

p Function hook or code tracing detected 6 Last 7 days

Code threat  March 23, 2025 — 08:47

THREATS

Total environment threats

@ 318 App version Platform version Device model Bundle ID
V23 8.0 (API 26) Samsung Galaxy S. [ : \ L . .
ocal security reaction

Country IP address Device ID UserID
USA 207.228.238.7 7fd0d9f5-fb8c-490c-a080-770614714531 appUser238905

20 users - 278 devices

Total attestation evaluations What triggered this threat? What is hooking?

15.5k 11:28 Symbol open in library /system/lib64/libc.so hooked to symbol Hooking is a technique to alter the behavior of your app, by
attackerOpen in library libattack.so. intercepting or altering function calls, events, or messages between
software components. This can either be accomplished statically by
Location(s) where this event triggered dlocchrence modifying the source code, or dynamically at runtime.

(&) com. example. BankActivity.transact()

Threats per day

Threat events Attestation policy triggers I||I|II I I
— | | F—— TH REATS

Aug 23 Oct23 Dec'23 Feb 24 Apr 24 Jun 24

48 15

Total activities Attestation evaluations Hearbeats .
199 °41 100 Mobile app
——— | |

0
06 Jun 07 Jun 08 Jun 09 Jun
i Detection Reaction User ID IP address Country
® Environment threats ® App threats
08:47, Function hook or code tracing detected Application was crashed appUser238905 207.228.238.7 O O :

yoected library or hooking framework detected  Application was crashed appUser238905 207.228.238.7 \ /

Top 5 app versions

09:54, March 2 artbeat 207.228.238.7

Process & store

, March 20, {ailbroken device Default policy was triggered appUser238905

14:13, March 16, 2025 ica e debugged or is being debugged 6 policies were triggered appUser238905

14:13, March 16, 2025 The application binary is tampered with Default policy was triggered appUser238905 207.228.238.7

13:13, March 13, 2025 Application can be debugged or is being debugged ~ No policy was triggered appUser238905 207.228.238.7

s
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Conclusion

» Be aware of what you ship

» What is your attacker model?

» Take a holistic approach to security

» Integrate security aspects into your CI setup
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Conclusion

Be aware of what you ship

» What is your attacker model?

» Take a holistic approach to security
 Integrate security aspects into your CI setup
» Flutter apps are as (in)secure as reqgular apps




Thank youl! (@)

fig GUARDSQUARE

Mobile application pro



